
APPENDIX D

CONFIDENTIALITY

According to rules of Robert Morris University, federal regulations, state law, courts of law, and codes of conduct of professional associations, the investigator must protect the confidentiality and privacy of individual subjects. Confidentiality means that the information gained in the research will be used only for the purposes stated in consent form(s).  Any other use must be approved by subject.  It is the responsibility of the investigator to use appropriate measures in order to protect the information from becoming available to authorized persons.

The protocol must describe in detail security measures for all data, audio or videotapes, that link names to code number or that would allow a person to learn the identity of a study subject. The consent form(s) as well, must describe the security measures. All people who have access to data should be identified. When there is no longer a need to maintain identifying data and/or linking material for research purposes, it should be destroyed. The procedure for destruction of the data should be included in the protocol.

When the only identifier of the individual subject is the consent form itself, care should be taken to protect this information by separating the consent form from the rest of the information or consider other means of providing informed consent.

Data may be disclosed only with the subject’s consent. The protocol should describe the nature of disclosure contemplated, such as by publication in journals, including procedures, where appropriate, to maintain the anonymity of the subjects. The subject’s consent to disclosure must be obtained in the consent form. If, as a part of research, it is found that some form of intervention might be necessary, the subject’s consent must be obtained before a referral can be made.

All consent forms must contain language that will inform the subject that maintaining confidentiality of research records is wholly within the control of the investigator, and that pursuant to law, regulations or court order, research records or data may have to be revealed.

In research where there is a chance that child abuse could be discovered, the following language should be added to the confidentiality section of the protocol and informed consent form: “exceptions to confidentiality – information on child abuse and neglect that is obtained during research. We will report such information to the appropriate local (e.g. Children and Youth Services) or State Agency in accordance with Pennsylvania law.”

Confidentiality certificates can be granted by Federal funding agencies. The certificates are supposed to protect data from the possibility of subpoena. However, the subject should be advised that this has not been tested in court and may not, on legal challenge, provide complete protection. We suggest the following wording: “We have been issued a Federal Certificate of Confidentiality which protects us from disclosing information about research subjects. This Certificate is effective from (dates of effectiveness). The Certificate will be used for the purpose of refusing to disclose identifying characteristics of research subjects in the Federal, State or Local, civil, criminal, administrative, legislative, or other proceeding. While we take advantage of this Certificate to prevent disclosure of information, you should be aware that a court under some circumstances may order disclosure of information gathered during the study.”

Required Confidentiality Statement

In order to minimize the possibility for either intentional or accidental breaches of confidentiality, all investigators and members of the study who have access to personal information concerning subjects or potential subjects must sign a confidentiality statement as a prerequisite to gaining access to such information (see the following page). The purpose is to remind research personnel of their confidentiality obligations. Signed forms shall be retained by the principal investigator until either the data have been destroyed or until all identifying information has been destroyed.

APPENDIX E
CONFIDENTIALITY STATEMENT FORM

I, _____________________, understand that I may have access to personal information provided by participants in the study entitled, ________________________________________________.

As a staff member of the study, I recognize that I have an obligation to protect the confidentiality of the information acquired in the conduct of the study and that I may disclose information only with the consent of the subject and his/her representative, and the principal investigator.

My signature below indicates my acceptance of this obligation and restriction on disclosure set forth above and that I realize that failure on my part to fulfill this obligation can lead to appropriate disciplinary action.







Signature
_____________________________________







Date


________________________

Confidentiality statements for all members of the research team including the principal investigator must be included with the protocol submission. If additional members are added during the course of the study, confidentiality statements must be signed immediately and forwarded to the IRB as soon as possible for inclusion in the file.
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